Using Travis County’s LEAP Remote Access Portal
on PC

Contents
REGQUITEIMENTS ...ttt h e bt s a e st e et e e be e s be e shee s abesabeebe e bt e abtesaeesateeateensean 1
] =4 11 4= 40 [ T OSSPSR 2
WOTrKING IN THE POItal ...ttt st neenesrennas 7
REMOLE DESKLOP ACCESS ...vvviiiieieieieeecee ettt ettt st et et et e e e e esesseesestensesaenaenseneesessensensens 8
SIENINEG QUL ..ottt et e e et e e et e e e beeeetbeesabes e tbeesabaeenbaeeasseeeseeesabaesnseeenstessseeenes 9
Requirements

Before you can use LEAP (Limited External Access Portal), there are a few requirements that must be met:

1. You must be enrolled in 2 Factor Authentication with Travis County. Use the link below for
instructions on how to enroll using either your personal email address, or the NetlQ smartphone app.
http://traviscentral/files/its/docs/mfa-guide.pdf
PLEASE NOTE: You must be on the Travis County internet network or call the ITS HelpDesk directly in
order to enroll in 2 Factor Authentication.

2. You must be in the Remote Users Group or have local admin rights on your computer — if you’re unsure
about this, call the ITS HelpDesk.

3. You must have Windows automatic updates enabled

4. You must have an anti-virus software installed and enabled

5. You must sign into LEAP using one of the following browsers: Internet Explorer, Chrome, Safari, Edge
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http://traviscentral/files/its/docs/mfa-guide.pdf

Signing In

1. Navigate to https://leap.traviscountytx.gov/

2. Read the Access Policy and click “I Agree”

TRAVISCOUNTYTX*GOV

**WARNING**WARNING**WARNING**

This is a Travis County computer system which shall be
accessed and used only for approved Travis County business,
by authorized personnel. Unauthorized access or use of this
computer system may subject viclators to disciplinary action
up to and including termination of employment, as well as
criminal prosecution. All information on this computer
system may be intercepted, recorded, and disclosed b :nd
to authorized personnel for security testing and otk
purposes, including criminal investigations and te
with public information requests. Access or use
computer system by any person, whether au
unauthorized, constitutes consent of these

USING THIS COMPUTER SYSTEM CA ITH IT NO
EXPECTATION OF PRIVACY.

| Agree

3. Enter your Travis County username and password (the same credentials you use to unlock your work
computer).

TRAVISCOUNTYTX* GOV

Travis County LEAP al

Username /
,—

Password

e |

Forgot your password?

Please choose your preferred methaod for second-factor.
The MFA Guide can be found here.

Logan
===

4. Select the 2 Factor Authentication method you want to use, either DUO (recommended), the NetlQ App,
or your personal email.

Please choose your preferred method for second-factor.
The MFA Guide can be found here.

MNetlQ App

Personal Email
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https://leap.traviscountytx.gov/

a. DUO: When you click the Logon button, three options will appear.

= Settings

Send Me a Push - if you already have DUO Mobile
installed on your phone, a notification will appear
on the screen asking you to confirm the login
attempt. Tap the green checkmark to confirm.

Call Me — This will call you with an automated
message instructing you to press a key on your
phone in order to complete the login process.

Enter a Passcode — this will send you an SMS text
with a one-time passcode that you enter in order to
login.

Login Request

Protected by Duo Security

Travis County
F5 BIG-IP APM

E28

@

Austin, TX, US

12:53:21 PM CDT
April 11, 2019

Approve
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b. NetlQ App: When you click the Logon button, it will send a push notification to your phone.
You must Approve the authentication request on your phone, and LEAP will then log you in

C.

automatically.

Authentication Requests

Please accept the request if you initiated the
authentication. Else decline the request and inform your
system administrator about the authentication.

Pending Requests

User TRAVIS_AUTH == event Radius S
127.0.0.1 requested the authenticat’
accept the request if you asked f- erwise
decline it and please infe r system
administrator about thr zase

November 2, 2018 at,

Accept &=/ Decline

Personal Email: When you click the Logon button, an email will arrive immediately in your
personal inbox with a 6 digit number. Enter that number in the “Email OTP” box and click

Logon.

Email OTP
wereed] _—
| Logon T —
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After logging in, the site needs to scan your computer to make sure it is safe to connect to the Travis
County network. When the popup appears, asking to open the URL F5 APM, click the link to open it, as
shown below:

Open URLFS APM Endp...ction protocol?

[ Always open these types of links in the associated app

-
Open URL:F5 APM Endp...ction protoco m

Browser lz-wwarar TS T SOOI T ST IO T T T T CroT R

Please confirm that this application is launched and is not ¥ s or your input. This application
may be behind other windows on your desktop.

When the Security Alert popup appears, click the top option to “Add this site to your Trusted Sites list,

and always allow inspection from this site”
! Security Alert @

The site 'leap.traviscountytx.gov’ is attempting to inspect your syster
configuration.

This site is not on your Trusted Sites list.

-

-

= Add this site to your Trusted Sites list, and always allow
inspection from this site.

= Allow this site to inspect your system for this session only.

= Do not allow this site to inspect your system, and do not connect
to this site.

Cancel
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7. Note: If your system does not meet the criteria listed in the Requirements section above, you will not be
allowed to login to LEAP. A pop-up window will display what is necessary for your computer to access
LEAP, like below. Forward a screen shot of the message to your helpdesk to help remediate the issue.

Please update to the latest version

Click here to return to the login page.

8. Once your system is inspected and approved, you will be sent automatically into LEAP where you can
remotely access your Travis County machines and internal sites/resources.
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Working In The Portal

Once you are logged into LEAP, there are several things you can do.

1. You can remotely access your desktop by clicking on the device name/tag number under the Remote

Desktop section.

2. You can access internal Travis County resources like TravisCentral and ChangeGear under the Self

Service section.
3. You can access internally shared sites under the Collaboration section.

(¥) Remote Desktop

- RDP Connection

~)‘ Remots Desl 2 ~“ S ~<
li'l| Seif_SeNiEE /—

'@- Travis Central e ChangeGear BT Employes SelfService

il Cisco Self-Care Portal

'§’1 Remote Apps -

!;g\ WDI-Demo 3

- . \ Docs
] OWA QA Environment) :) G o e

li.l Hosted Content

’ ITS Employes Handbook

l’f] Collaborstion

c My Docs

'@ Logout

Welcome to Travis County

Q TC Self-Service Portal

E> SharzPoint
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Remote Desktop Access

1. Click on the device name/tag number under the Remote Desktop section.

(¥) Remote Desktop

(¥) Self-Service L
&ﬂ Travis Central "\ ./ ChangeGear 77 Employee Self-Service

stk Cisco Self-Care Portal

(¥) Remote Apps

SRV

2. This will download a file titled “Launch” that ends in .rdp — Double click on that downloaded file.

¥) Collaboration - J

a: QWA {QA Environment)

'EJ Hosted Content

‘ IT5 Employee Handbook

Copyright © 2015 - Travis County -4 gis szrved.

-

>

Lo launch863aclde.rdp o

3. When the Remote Desktop Connection box appears, click Connect.

'@ Remote Desktop Connection @

(\] Do you trust the publisher of this remote conneclion?

This remote connection could ham your local or remote computer. Make sure that you trust the
publisher before you connect.

% Publisher: * traviscountybe.gov

Eat) Type: Remote Desktop Connection
Remote computer:
(Gateway server: leap traviscountytx.gov

[7] Dont ask me again for remate connections from this publisher
> Show Details [ Conneé{ Cancel ]
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Signing Out

When you are done working in LEAP, click the Logout button in the top right of the screen.

Welcome to Travis County

(¥) Remote Desktop

L

¥® Remote Deskiop

(@) selfservice

.@_ Travis Central

:@'ﬁ TC Self-Service Portal

e ChangeGear

‘il Cisco Seff-Care Portal

~” RDP Connection

[§| Remote Apps
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